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ABSTRACT 

A rapidly expanding and evolving field; cyber security has indeed become an ever present 

factor in every aspect of computing. Recent advances in technology and the proliferation of 

digitization technologies and paradigms like cloud, mobile and personal computing devices 

has enabled a lot of global crimes now to be committed over cyber space. Consequently, it 

has become imperative that cyber security practices become integrated into the very fabrics 

of everyday use of computing technologies. This paper investigates cyber security percep-

tions in Nigeria to unveil the factors that influence people’s perception of different threats in 

cyber space. The systematic literature review method was used to review relevant publica-

tions from reputable journals and conferences. Also a primary exploratory data analysis sur-

vey through questionnaires was administered online on General Knowledge, Industry Spe-

cific and Personal perceptions of Nigerians on Cyber Security. The results bring to light the 

current awareness level of cyber security in Nigerian which shows a general lack of interest 

and awareness of respondents on the three primary areas of survey. This research can be used 

by authorities to implement safe practices in the Nigerian cyber space to curbing the fast-

growing menace of cyber-crimes in the society.  

 

Keywords: Cyber-Security in Nigeria, Cybercrime perception, Nigerian cyberspace.  

 

1.0 INTRODUCTION 

It is in the human nature to hold opinions and 

perceptions about relatable concerns. These 

perceptions could be justifiable or relative, 

based on inexhaustible list of factors, which 

could be categorized base on facts available 

like cultural norm, personal desire/bias or 

even popular opinion. These factors that 

affect perception are not with exception as 

they borders on sensitive issues like cyber 

security. Cyber security is the practice of 

protecting systems, networks, and programs 

from digital attacks. 

 

In this age of internet evolution and digital 

systems, cyber security stands as a very 

important subject for every individual, 

corporation and government who seeks to 

operate efficiently and under minimal risk. 

Information and Communication 

Technology (ICT) has impacted significantly 

on institutional operations, processes and 

products such that Cyber Security now stands 

a necessity for every organization. This 

significant influence calls for the need of 

ensuring protection of properly functioning 

ICT systems, which we call cyber security. 

 

Cyber-security however is not merely a 

function of employing a few tools and 

personnel that would manage the ICT 

systems; it is rather a culture that should be 

interwoven into the fabrics of all 

organizational processes of concerned 

individuals and institutions.  

 

There is the gap between perception and 

reality which needs to be addressed for more 

objective and accurate security stance to be 

measured. Beyond the optimistic desire to 

feel safe, what standard should be the 

informed yardstick to judge cyber security 

preparedness remains a challenge for 

developing countries like Nigeria with 

https://docs.google.com/forms/d/12rTqkOjjUrKxxcfTTgeL9iM7WZwQz-JWttOQJqOoLnw/edit
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evolving cyber security awareness. Even so 

is the lack of internationally-recognized 

standards on safe practices and adequate law 

enforcement methods, even among seasoned 

professionals. 

 

As ICT have gradually crept into our daily 

lives and businesses featuring its prominence 

and value to individuals, corporations and 

government alike, we have all been inducted 

into this virtual world as our new reality. So 

as much as security is a necessity in physical 

world, much more, it has become a necessity 

in the virtual. Knowledge of people’s 

perception towards risk and cyber threat 

becomes necessary because we are faced 

with safety and security challenges every 

time we go online.  

 

Individuals play as different actors in the 

cyber world and they in their portfolio hold 

unique perception to cyber security. These 

perceptions and opinions whether accurate or 

not must be investigated, understood, 

constructively spelt out and then a mental 

model of a more accurate knowledge-based 

notion/ideation of cyber security can be 

designed and communicated. These and the 

need to ascertain user’s online behaviour as it 

regards to ensuring security of their data 

underscore the aim of this study.   

 

2.0 LITERATURE REVIEW 

Due to proliferation of internet and ICT 

enabled services, more people interact with 

computing devices such as servers through 

smart phones, smart watches, laptops, etc. 

These devices can be exploited or 

compromised by attackers using various 

malicious programs or techniques.  As a 

result, cyber security professionals have their 

hands full patching and plugging holes across 

a huge variety of devices and systems and 

checking to make sure each type of device is 

fully patched, not being compromised or 

leveraged as a pivot-point in an attack 

(Gilheany, 2017). Cyber security has been a 

resounding subject in the world of internet 

technology and computer usage. Cyber 

security refers to any activity carried out to 

ensure integrity, confidentiality and 

availability of information systems (Chai, 

2021). Cyber security is everybody’s concern 

as much the same way as security in the 

physical space is everybody’s business. A 

number of polls and studies carried out by 

(Kostyuk & Wayne†, 2019) (Furman S, et.al, 

2012), and other security enthusiasts have 

shown erroneous behaviour towards cyber 

security. 

 

As is widely reported in the media, cyber-

attacks are increasing in quantity and 

sophistication (Fossi et al., 2011). In most 

cases, it is the weakest link in cyber security 

(the human element) that is the target for the 

increasing number of online criminals who 

are perpetrating an ever-greater variety of 

cybercrimes. The need for cyber security 

awareness (CSA) campaigns is thus 

undisputed, as these remain the first line of 

defense in providing employees and 

stakeholders with the know-how to interact 

safely online (Chandarman & Van Niekerk, 

2017). 

 

Most individuals believe cyber security is the 

responsibility of governmental organizations 

or security applications and tools like 

(antivirus, firewalls, etc), some corporate 

individuals believes it is the duty of the I.T. 

department to handle security. This may not 

be very accurate as some studies have proven 

(Nurse et al., 2011), but it is the persisting 

mindset among some nonetheless. The 

human factor have been the weakest link 

through which several successful cyber-

crimes have the perpetuated (Huang, Rau & 

Salvendy, 2010). Yet this erroneous 

perception exist among a host of internet 

users. 

 

Another yet disturbing perception is the 

belief that, Yes, cyber threat is real, but “I 

will not fall a victim”. They believe other 

more sensitive institutions like banks, 

governments, and high-profile individuals 

should be more concerned about cyber 

security (Smith, 2017). Even with low 

knowledge on cyber security some still 

https://www.securitymagazine.com/authors/2274-tom-gilheany
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believe they are well secured by their limited 

security practices. Some others don’t preview 

cyber threat as much of a deal to be 

prioritized because it does not inflict physical 

harm, as other catastrophic societal threats 

and they underestimate the probability of its 

occurrence (Lawson et al.,  2016), seeing 

only cyber operations that disrupts or 

degrades governments and corporations 

systems are published in the media, and such 

events seldom occurs. 

 

A majority of users feel unsusceptible to 

threats; the reason for this mindset is quite 

varied among individuals. Some believes the 

hackers target the financially stable and those 

with political interest not regulars (Smith, 

2017). Some believe that cyber-attacks are 

more channeled towards luxurious gold 

mines, national infrastructure, terrorism or 

violent crime. Some hold an optimistic 

judgment that they can’t fall victim probably 

because they have never fallen victim, this 

confidence is not based on any technical 

security setup put in place, but sheer 

optimism. 

 

Some users don’t see cyber-crime as a threat 

they could have assured security over 

(Ghosemajumder, 2017), this drives the 

belief that if the government and skilled 

professionals cannot attain 100% security, 

there is no need fussing over what is beyond 

control. Then security is a thing of fate and 

not so much of deliberate actions. (Jang-

Jaccard & Nepal, 2014) believe stressing 

much on security can cost even more than 

they intend to secure and would be penny 

wise, pound foolish to effect. This belief 

sponsors the idea that security consciousness 

will cause so much limitation to our online 

activities (Acquisti, Brandimarte & 

Loewenstein, 2015). They believe to glide 

freely on the cyberspace you should be ready 

to allow some compromise on security or an 

alternative is to avoid participation or suffer 

skeletal service on the cyberspace. Some 

others believe it is the duty of online systems 

administrators to preserve their privacy and 

bank agency to secure their online 

transactions. 

 

Some users generally just play down on the 

impact cyber risk could pose as they prefer to 

give credence/ attention to risks that is in their 

judgment have great dread and prominence 

as emphasized in the media space (Slovic, 

2014), for example terrorism, violent crimes. 

Since the impact of cyber threat is not often 

reported and the pain not as visible as 

physical injuries, although cyber threat could 

have catastrophic effects on victims, it is just 

not perceived as such. Some individuals 

believe they are in complete control of their 

cyber activities (Slovic, 2014), because of the 

belief that they control the devices, sites 

visited and set their password; they are non-

susceptible to the risk of cyber threat. They 

believe their vulnerability lies in their lack of 

control. 

 

In (Huang, Rau & Salvendy, 2010), the study 

aims to supply knowledge as to the several 

actors in the cyber space, the roles in defining 

cyber security, and their perceptions towards 

cyber security. A lot of actors play sensitive 

roles to ensure cyber security of information 

systems. Although it has earlier been thought 

that the security cyber space was the sole call 

of a few skilled IT security experts, this 

ideology has steadfastly been discarded as 

research in the socio-technical security sector 

has been on the increase. It has become 

imperative due to the increasing count of 

cyber-attack that exploits the human factor 

(social engineering and phishing) for studies 

to be carried out that appreciate the place of 

the human element in ensuring the security of 

information systems. As a matter of fact, 

some security experts considers humans as 

the weakest link in the security chain. (Nurse 

et al., 2011) considers that cyber security 

information must be properly communicated 

for acceptance and appropriate necessary 

action to be taken to effectively guard against 

its occurrence. Considering the broad 

interplay of factors that can influence human 

perception and judgment, the study 

categorized human perception based on the 
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roles the different actors play in the cyber 

space. 

 

(Tony Bradley, 2017) asserts that most 

company executives and security 

professionals have a reasonable 

understanding of cyber security. Even if they 

don’t fully understand the mechanics under 

the hood, they at least realize that there is a 

vast and aggressive threat landscape out 

there, and that their networks are under 

virtually constant siege from attackers.  

However  (Tony Bradley, 2017) further 

surmise that “When you ask how they feel 

about their security, though, and how 

confident they are in their ability to 

successfully detect and block attacks, the 

response shows a startling disconnect 

between reality and their perception”.   

 

3.0 SURVEY METHODOLOGY 

In keeping with this study’s subject of 

literature surveys and general perception of 

cyber security, various literatures were 

reviewed as shown in the previous section 

using systematic Literature Survey (SLRs) 

methodology in software engineering (M. A. 

Babar and H. Zhang, 2009).  Also consistent 

with the objectives of this study to investigate 

Nigerians perception of cyber security to 

unveil factors that influence these 

perceptions of different threats to the cyber 

space and what cyber practices were in 

common use, the study tried to answer such 

questions as “What does cyber security mean 

to people?”, “How much do they know about 

cyber security?”, “What are their 

experiences, thoughts and opinions about the 

concept?”. With the population in focus 

being the Nigerian populace, a primary 

exploratory survey adopted and data acquired 

through  questionnaire (Roopa S. and Rani 

MS, 2012)  administered online. Data was 

collected using several open-ended and 

close-ended questions. Survey questions 

were framed on cyber security issues like 

malware, phishing and other such attacks as 

well as cyber hygiene practices within and 

without the workplace.  

 

A high-level outline of the questionnaire was 

segmented into three parts as follows: 

General Knowledge, Industry/Organization 

Specific and Personal Assessment had 

questions on user knowledge, experiences 

and practices and was thrown open to internet 

users across several industries. This was in 

order to get a broad range of responses not 

solely restricted to certain particular 

industries. Through this, a keen 

understanding of internet users’ behaviors 

was obtained and utilized appropriately. The 

questions were in part also set in the form of 

a benchmarking exercise aimed at assessing 

the current situation of Nigeria against the 

Global Cyber- security Index (GCI). A total 

of 40 respondents participated in this survey 

and the results analyzed are shown in the 

preceding sections.  

 

4.0 RESULTS AND DISCUSSIONS  

The comprehensive results of the survey 

conducted are presented below.  Graphs and 

charts are summarily discussed and 

interpreted accordingly. 

 

4.1 PERSONAL ASSESSMENT  

A total of 40 respondents participated in this 

survey and a summary of the results are 

presented below; as shown in Figure 1, 

97.5% agree to the use of antivirus software 

on their computer systems used for daily 

responsibilities. However, only 45% agreed 

they use paid versions of the antivirus 

software as against 55% of the population 

who use free security software (Figure 2). 

Also, 42.5% update their security software 

regularly enough as required. 

https://www.forbes.com/sites/tonybradley/
https://www.forbes.com/sites/tonybradley/
https://www.researchgate.net/profile/Muhammad-Ali-Babar?_sg%5B0%5D=-SCKeHwDpC764y8jzcDrHyX_BDs-qGLT3PnBQqbywzgClonm17uqxLrILvdxTKX1mj8Aiac.140w8bi_uvRhg4bCDR_vt5pYc5YCQ0puwxU0jU-Crozly8i6pb-2aMHcAhIqgIv9IJnMCG7LZKa30VyDcYS0Vw&_sg%5B1%5D=atIYiiySlE6gWOvDSI3mK5zMZcqgRSQHDCIa5gt-Jhk3AO0tv3nCWDfDa2ijqIc6GIdYO70.bZ5uvuGh7gOgDlrddmyzo6K9F1DTkiQtDU0_KsQ9GLEyqQ834ikuV0kDkvF3GJCK172ygHBLIoYzfNOFuEfV_g
https://www.researchgate.net/profile/Muhammad-Ali-Babar?_sg%5B0%5D=-SCKeHwDpC764y8jzcDrHyX_BDs-qGLT3PnBQqbywzgClonm17uqxLrILvdxTKX1mj8Aiac.140w8bi_uvRhg4bCDR_vt5pYc5YCQ0puwxU0jU-Crozly8i6pb-2aMHcAhIqgIv9IJnMCG7LZKa30VyDcYS0Vw&_sg%5B1%5D=atIYiiySlE6gWOvDSI3mK5zMZcqgRSQHDCIa5gt-Jhk3AO0tv3nCWDfDa2ijqIc6GIdYO70.bZ5uvuGh7gOgDlrddmyzo6K9F1DTkiQtDU0_KsQ9GLEyqQ834ikuV0kDkvF3GJCK172ygHBLIoYzfNOFuEfV_g
https://www.researchgate.net/profile/He-Zhang-48?_sg%5B0%5D=-SCKeHwDpC764y8jzcDrHyX_BDs-qGLT3PnBQqbywzgClonm17uqxLrILvdxTKX1mj8Aiac.140w8bi_uvRhg4bCDR_vt5pYc5YCQ0puwxU0jU-Crozly8i6pb-2aMHcAhIqgIv9IJnMCG7LZKa30VyDcYS0Vw&_sg%5B1%5D=atIYiiySlE6gWOvDSI3mK5zMZcqgRSQHDCIa5gt-Jhk3AO0tv3nCWDfDa2ijqIc6GIdYO70.bZ5uvuGh7gOgDlrddmyzo6K9F1DTkiQtDU0_KsQ9GLEyqQ834ikuV0kDkvF3GJCK172ygHBLIoYzfNOFuEfV_g
https://docs.google.com/forms/d/12rTqkOjjUrKxxcfTTgeL9iM7WZwQz-JWttOQJqOoLnw/edit
https://www.researchgate.net/scientific-contributions/S-Roopa-2006850704?_sg%5B0%5D=x1fHEFSxGuObJcF--URRTfFScXeIqGT2clVkef1p13fGf3ybY9VELMH3es2iNUEez5FMjZ8.AXLZYB-gY0JjXWTrrIg_8SB6x7l0b94LsVs88YNZEQc3doXDJgVGM5Q9yYGh9zPIcrbt6FAAPDjDRIlgyZ-MkQ&_sg%5B1%5D=IwHnH38UBqsxrXCCNOTUcnHHy-AHos1genTPqdej6wxjxtCvsQGqmRDBrb7TjouvN4k1M0c.Wt2YD9YgP1ltHDLUUFvu7mtnDF4az7Qdm2YEfBEe0jouUPDZL_cKy1uGf-3_EDLrD69C4fatZldeAso960DK6Q
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Figure 1: Usage statistics of various anti-virus Software. 

 

 

 
Figure 2: Statistics of respondents who paid for anti-virus software. 

 

Also from the survey, 45% of the respondents 

regularly visit between 4 – 10 websites that 

requires passwords.  22.5% of respondents 

visit over 10 sites and 32.5% visited less than 

4 sites that require passwords. Of this 

population, 22.5% used a single password for 

all sites visited while 25% had a maximum of 

2 passwords for websites. 

 

75% of the surveyed population admitted that 

internet security is a big deal, and 45% of 

these populations were aware that in keeping 

their devices safe, they were helping keep 

other devices safe as well. 32% of the 

respondents were always careful about what 

and where they downloaded over the web 

(Figure 3), and 42.5% respondents were 

usually very cautious about opening email 

attachments (Figure 4). 



J. A. Odey et al.: A Survey on the Perceptions and Awareness of Cyber Security in Nigeria 

99 
 

  
Figure 3: Statistics of respondents on internet downloads. 

 

 

 

 
 

Figure 4: Statistics of respondents on opening email attachments 

 

 

The survey on the interest of respondents to 

attend a 2-hour cyber security seminar, 75% 

of respondents would only attend the training 

if the event was free (Figure 5). 15% would 

not mind paying for the training, while 10% 

of respondents are not interested in the 

training, whether paid or free.  It can be 

deduced that for a paid security event, only 

15% of the population would be in 

attendance.  
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Figure 5: Statistics of attendance of respondents to a paid cybercrime seminar. 

 

4.2 INDUSTRY/ORGANISATIONAL AWARENESS 

In this survey, responses were obtained from 

various organizations. The respondent 

population was made up of 67.5% full-time 

employees, 5% part-time employees and 3% 

partners. The contractor, volunteer, student, 

CEO and unemployed populations were 

equally 2.5% each. 52.5% had a 

cyber/computer security team, 42.5% did not, 

while 5% was not sure whether or not such a 

team was in place (Figure 6).

 

 

 
Figure 6: statistics of respondent organization with cyber security team at work. 

 

65% of respondents admitted to having had 

their work computer corrupted by a virus or 

Trojan, while 30% of the respondents have 

never had any encounter with Virus or 

Trojan. Also 5% did not know what a virus or 

Trojan was. 42.5% of the surveyed 

population also did not know how to identify 

a compromised system. 22.5% said they 

share their work passwords and 37.5% never 

changed their work passwords (Figure 7).  
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Figure 7: Statistics on the frequency of changing password. 

  

55% of the respondent population believes 

erasing a hard disk means losing the 

information forever while 57.5% had no clue 

what a phishing attack is. 32.5% of the 

population said there were no policies on what 

websites could be visited on their 

organizations network and 42.5% said there 

were no restrictions on what their work emails 

could be used for (Figure 9). 

 

5  

Figure 8: Perception of respondents on company policies on e-mail use. 

 

On using personal devices such as mobile 

phones to store or transfer confidential 

company information (Figure), 67.5% said 

they could and do. 32.5% did say they were 

very confident about their organization’s 

security posture. On barriers that inhibit their 

organizations from adequately defending 

against cyber threats, 60% admitted it was the 

lack of cyber security awareness amongst 

personnel. 
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Figure 9: Statistics of respondents on the use of personal mobile. 

 

4.3 GENERAL KNOWLEDGE 

On the existence of criminal legislation 

regarding cyber activities, 57.5% were not 

aware of any, 17.5% opined there was none 

and 2.5% said it was the jurisdiction of the 

Economic and Financial Crimes Commission 

(EFCC). 

 

 
Figure 10: Statistics of respondents on criminal legislations 

 

On regulations on Cyber security and 

compliance requirements, 72.5% were not 

aware of any registration on Cyber Security 

while 17.5% of the respondents were of the 

opinion that no such legislation exists. Asked 

if there were any officially approved national 

or sector-specific CERT, CIRT or CSIRT 

team(s) legally mandated in the country, 80% 

had no idea, 5% said there was none and 2.5% 

believed the teams were EFCC and 

Independent Corrupt Practices and other 

related offences Commission (ICPC) (Figure 

11).  
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Figure 10: Statistics of respondents on criminal legislations 

 

On if the current level of cyber awareness in the 

country will suffice given the current rate of 

cybercrimes worldwide, 42.5% of the 

respondents believed it would not. 

 

 
Figure 10: Statistics of respondents on cyber security Awareness. 

 

These results indicate clearly that a lot needs 

to be done in the way of cyber Security 

awareness in the country, even amongst 

company executives. It also shows why 

cybercrime is so prevalent in the country; the 

populace is mostly unaware of the existing 

cyber laws and sanctions in the country. As a 

result, they are quite convinced they can 

perpetrate all sorts of cybercrimes and get 

away with them. More disturbing however, is 

that some cyber criminals are actually not 

aware that their use of cyber space is indeed 

criminal and subject to punishment.  Another 

angle to it is the fact that people (victims) 

have no idea who to report these crimes to or 

even how to access such authorities.   

 

5.0 CONCLUSION 

It is obvious from the results obtained from 

this study, that while a decent population of 
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Nigerians is aware of basic security issues, 

the larger populace has barely any knowledge 

of cyber security and its larger implications. 

This lack of knowledge can be seen as 

expressed in various areas of their internet 

practices and overall cyber hygiene. The 

study has also exposed how unaware 

Nigerians are of the existence of agencies 

responsible to handling issues of cyber 

security in the country, same for knowledge 

of the 2015 Cyber Security Act.   

 

The implication of these findings is that the 

responsible agencies or relevant cyber 

security authorities in the country should 

increase general education and awareness 

training of the Nigerian population to the 

threats, laws and general hygiene of 

cybercrimes. This absolute lack of cyber 

security awareness should be a wakeup call 

to all those tasked with the responsibility of 

defending the country’s cyber borders and 

space. The current hike in global cyber-

crime/wars is enough for persons and 

agencies responsible for defending the 

Nigerian cyber space to wake up to the 

responsibilities of ensuring a healthy 

Nigerian cyberspace , given the numbers 

reflected in this study.  

 

6.0 RECOMMENDATIONS  

As indicated by the results of the study, it is 

quite apparent that the issues with cyber 

security perception in Nigeria are lack of 

awareness among the citizenry and lack of 

law enforcement/appropriate prosecution of 

cyber-crimes.  Cyber Security enforcement 

Agencies and organizations should endeavor 

to regularly organize trainings for staff and 

carry out awareness campaigns on issues and 

trends in cyber security.  The infusion of 

cyber security in the national educational 

curriculum starting from basic education 

would also help create awareness from the 

grass roots up. 
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